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Default Page Table 181
310A 320A 330A
x0001 Read-Only x03FF
310B 320B 330B
x0002 Read-Write x040F
310C 320C 330C
x0003 Executable x041F
x0004 Y x042F
Only
310E 330E 330E
x0005 Inaccessible x043F
Alternate Page Table 182
340A 350A 360A
x0001 Read-Write X01AF
3408 350B 360B VM Function
x0002 Read-Write X01FF
340C 350C 360C VM Function
x0003 Read-Write x024F
340D 350D 360D VM Function
x0004 Read-Write x029F
340E 350E 360E VM Function
x0005 Read-Write x02EF
340F 350F 360F
x0006 Read-Write x033F

FIG. 3
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1
PROTECTION AGAINST INTERRUPTS IN
VIRTUAL MACHINE FUNCTIONS

BACKGROUND

Virtualization may be used to provide some physical
components as logical objects in order to allow running
various software modules, for example, multiple operating
systems, concurrently and in isolation from other software
modules, on one or more interconnected physical computer
systems. Virtualization allows, for example, consolidating
multiple physical servers into one physical server running
multiple virtual machines in order to improve the hardware
utilization rate. Virtualization may be achieved by running a
software layer, often referred to as hypervisor, above the
hardware and below the virtual machines. A hypervisor may
run directly on the server hardware without an operating
system beneath it or as an application running under a
traditional operating system. A hypervisor may virtualize the
physical layer and provide interfaces between the underlying
hardware and virtual devices of virtual machines. Processor
virtualization may be implemented by the hypervisor sched-
uling time slots on one or more physical processors for a
virtual machine, rather than a virtual machine actually
having a dedicated physical processor.

A virtualized computer system may provide routing and
processing of interrupts. An interrupt generally refers to an
event that requires a processor to execute event-specific
instructions, which might involve the processor’s holding
the current thread of execution and/or switching contexts.

SUMMARY

The present disclosure provides a new and innovative
system, methods and apparatus for protection against inter-
rupts in virtual machine functions.

In an example embodiment, a system includes memory,
one or more physical processors, a virtual machine execut-
ing on the one or more physical processors, and a hypervisor
executing on the one or more physical processors. The
hypervisor determines a first location in the memory, cor-
responding to a physical address of the virtual machine
function and loads into memory at a second location in the
memory outside the first location in the memory. The
hypervisor then initializes code at the second location in the
memory, wherein the code is configured to cause the virtual
machine function to abort. Prior to an execution of an
instruction that loads an interrupt data structure on the
virtual machine, a trap to the hypervisor is activated. The
hypervisor modifies a page table corresponding to the inter-
rupt data structure to point to the initialized code.

Additional features and advantages of the disclosed
method and apparatus are described in, and will be apparent
from, the following Detailed Description and the Figures.

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 is a block diagram of an example multiprocessor
computer system according to an example embodiment of
the present disclosure.

FIG. 2 is a block diagram of an example virtual machine
including an interrupt data structure according to an example
embodiment of the present disclosure.

FIG. 3 a block diagram of an example default page table
and alternate page table according to an example embodi-
ment of the present disclosure.
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FIG. 4 is a block diagram of example page views and
pages according to an example embodiment of the present
disclosure.

FIG. 5 is a flowchart illustrating an example process for
protection against interrupts in virtual machine functions
according to an example embodiment of the present disclo-
sure

FIG. 6 is a flow diagram illustrating a guest operating
system and hypervisor according to an example embodiment
of the present disclosure.

DETAILED DESCRIPTION OF EXAMPLE
EMBODIMENTS

FIG. 1 depicts a high-level component diagram of an
example multi-processor (or host) computer system 100 in
accordance with one or more aspects of the present disclo-
sure. The computer system 100 may include one or more
interconnected nodes 110. Each node 110 may in turn
include one or more physical processors 120 communica-
tively coupled to memory devices (MD) 130 and input/
output (I/0) devices 140.

As used herein, physical processor or processor refers to
a device capable of executing instructions encoding arith-
metic, logical, and/or 1/O operations. In one illustrative
example, a processor may follow Von Neumann architec-
tural model and may include an arithmetic logic unit (ALU),
a control unit, and a plurality of registers. In a further aspect,
aprocessor may be a single core processor which is typically
capable of executing one instruction at a time (or process a
single pipeline of instructions), or a multi-core processor
which may simultaneously execute multiple instructions. In
another aspect, a processor may be implemented as a single
integrated circuit, two or more integrated circuits, or may be
a component of a multi-chip module (e.g., in which indi-
vidual microprocessor dies are included in a single inte-
grated circuit package and hence share a single socket). A
processor may also be referred to as a central processing unit
(CPU).

As discussed herein, a memory device refers to a volatile
or non-volatile memory device, such as RAM, ROM,
EEPROM, or any other device capable of storing data. As
discussed herein, I/O device refers to a device capable of
providing an interface between one or more processor pins
and an external device capable of inputting and/or outputting
binary data.

Processors 120 may be interconnected using a variety of
techniques, ranging from a point-to-point processor inter-
connect, to a system area network 150, as shown in FIG. 1,
such as an Ethernet-based network. Local connections
within each node 110, including the connections between a
processor 120 and a memory 130 and between a processor
120 and an I/O device 140 may be provided by one or more
local buses 160 of suitable architecture, for example, periph-
eral component interconnect (PCI).

As noted above, computer system 100 may run multiple
virtual machines 170, by executing a software layer (e.g.,
hypervisor 180) above the hardware and below the virtual
machines, as schematically shown in FIG. 1. In one illus-
trative example, the hypervisor 180 may be a component of
the operating system 185 executed by the computer system
100. Alternatively, the hypervisor 180 may be provided by
an application running under the host operating system 185,
or may run directly on the host computer system 100 without
an operating system beneath it. The hypervisor 180 may
virtualize the physical layer, including processors, memory,
and 1/0 devices, and present this virtualization to virtual
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machines 170 as virtual devices, including virtual processors
(VCPU) 190, virtual memory 192, and virtual I[/O devices
194.

A virtual machine 170 may execute a guest operating
system 196 which may utilize the underlying virtual pro-
cessors 190, virtual memory 192, and virtual /O devices
194. One or more applications 198 may be running on a
virtual machine 170 under the guest operating system 196.
The guest operating system may include a virtual interrupt
data structure (VIDS) 197. Example embodiments of the
VIDS 197 are described in greater detail below and as shown
in FIG. 2.

A virtual machine 170 may include multiple virtual pro-
cessors (VCPU) 190. Processor virtualization may be imple-
mented by the hypervisor 180 scheduling time slots on one
or more physical processors 120 such that from the guest
operating system’s perspective those time slots are sched-
uled on a virtual processor 190.

The hypervisor 180 may provide one or more virtual
machine functions (VM Functions 183) to a virtual machine
170. The code that a VM Function 183 runs on the physical
processor(s) 120 may utilize the resources of host operating
system (Host OS) 185, such as the memory devices 130, and
the input/output devices 140 as well as the resources of one
or more of the virtual machines 170 including the virtual
processors 190, the virtual memory 192, and the virtual I/O
devices 194. For example, the VM Function 183 may be
called by a VM 170 to transfer data to, or access the
resources of another VM 170. By contrast, each VM 170
may be limited to the use of its own resources including its
VCPUs 190, virtual memory 192, and virtual I/O devices
194 unless it invokes a VM Function 183 as described
below.

In an example embodiment, the VM Function 183 may be
invoked for a VM 170, by the guest OS 196 that is running
on it. In an example embodiment, a VM Function 183 may
only be invoked if hypervisor 180 provides permission or
grants a request. For example, a VM 170 or guest OS 196
may invoke a VM Function to handle a task more efficiently
or using greater resources than are presently available to the
VM 170 or guest OS 196. In an example embodiment, the
hypervisor 180 may also deny the request by causing an
undefined opcode exception or a general protection fault
exception whenever the VM Function 183 is invoked.

The hypervisor may also include a default page table 181
and an alternate page table 182. Example embodiments of
these data structures are described in greater detail below
and as shown in FIG. 3.

FIG. 2 illustrates an example embodiment of a virtual
machine 170. During operation, an event may be triggered
by the operation of virtual device 250. The virtual device
250 can report the event by sending a virtual interrupt
request (VIRQ 245) to one of the VCPUs 190 via an
interrupt controller 240. The VIRQ 245 is sent with an
interrupt vector that is assigned to the event. The VIRQ 245
is passed to a system handler 210, which consults a virtual
interrupt data structure (VIDS) 197, using the interrupt
vector as an index. The VIDS 197 associates each interrupt
vector with an interrupt service routine 220. For example,
the VIDS 197 is indexed by interrupt vectors, allowing the
system handler 210 to use interrupt vectors to locate pointers
to the corresponding interrupt service routines 220. The
interrupt service routines 220 may then handle the event by
causing the VCPU 190 to execute event handling code to
perform appropriate operations.

The present disclosure is not limited to the structure of the
system illustrated in FIG. 2. In an example embodiment, the
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virtual device 250 may be external to the VM 170 and/or the
VIDS 197 may be stored externally to the VM 170. In
another example embodiment, the system handler 210, inter-
rupt service routines 220, and interrupt manager 230 may be
on the hypervisor 180.

FIG. 3 illustrates a default page table 181 and an alternate
page table 182 according to an example embodiment of the
present disclosure. In general, the hypervisor 180 manages
the memory usage of the VMs 170. Both virtual memory and
physical memory may be divided into pages which are
identified with a unique number (e.g., Page Frame Number
(PFN) 310A-E or 340A-F). Example embodiments of pages
and page views are described in greater detail below and as
shown in FIG. 4.

A page table is a data structure used by the hypervisor 180
to store a mapping of physical addresses for the guest (e.g.,
used by the guest OS 196 on VM 170) to physical addresses
for the host (e.g., used by the host hardware platform 100).
Accordingly, address translation from guest-physical to
host-physical memory addresses is handled using page
tables. For example, each process or application operating
within the VMs 170 may be given the impression that there
is a contiguous section of memory available, when in reality,
the available memory may be spread across various memory
devices 130.

The page tables 181 and 182 comprise entries that map a
virtual PFN 310A-E (or 340A-F) with a physical address
330A-E (or 360A-F). The page tables 181 and 182 may be
used together with any paging data structure used by the
VMs 170 to support translation from virtual to physical
addresses (e.g., 32-bit linear address space using a two-level
hierarchical paging structure, Physical Address Extension
mode, INTEL Extended Memory 64 Technology mode,
etc.).

In an example embodiment, page tables 181 and 182 may
also include a protection identifier 320A-E (or 350A-F). The
protection identifier 320A-E (or 350A-F) indicates the
access protection status of a page for the page view
described by the page table. A protection status may used to
define for example that a given page is writable (or read-
write), write-protected (or read-only), executable (or execut-
able and readable), executable only, inaccessible (or non-
present), etc. For example, in FIG. 3, the page associated
with virtual PFN x0001 and memory location x03FF has
been defined in default page table 181 as ‘Read-Only’. The
page associated with virtual PFN x0001 is associated with
memory location XO1AF in alternate page table 182 and has
been defined as ‘Read-Write’. The hypervisor 180 may be
used to control to protection status of pages. In addition, in
an example embodiment, the page tables 181 and 182 may
include additional information not shown in FIG. 3 includ-
ing statistics information, background information, dirty
identifiers which indicate that modifications to a page must
be written back to disk, etc.

In an example embodiment, one or more default page
tables 181 may be maintained by the hypervisor 180 for each
of the VMs 170 which maps virtual addresses to physical
addresses that are accessible by each of the VMs 170. For
example, the page table entries in the default page table 181
corresponding to the virtual PFNs (e.g. 310A-E) of an
interrupt data structure (e.g., VIDS 197) on the VM 170 is
accessed by physical CPU 120 when looking up pointers to
interrupt service routines. The pointers to these interrupt
service routines themselves provide a virtual PFN that is
consulted in the default page table 181 to convert the
pointers to physical addresses of the host computer system
100. In an example embodiment, in order to convert a virtual
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PFN to a host physical address, the hypervisor 180 may also
consult page table 181, together with any paging data
structure that the VMs 170 use to support translation from
virtual to physical addresses. One or more alternate page
tables 182 may be maintained by the hypervisor 180 for each
of one or more VM Functions 183 which maps virtual
addresses to physical addresses that are accessible by each
of the VM Functions 183. For example, a portion of the
entries in an alternate page table 182 (e.g., 360B-360E) may
correspond to physical pages at which the VM Function 183
is located. In an example embodiment, one or more entries
in alternate page table 182 may additionally be maintained
by the hypervisor 180 for an interrupt data structure (e.g.
VIDS 197) on the VM 170. As illustrated in FIG. 3, in an
example embodiment, an alternate page table 182 may be
more expansive than a default page table 181 in order to
permit the VM Functions 183 to access a larger set of
memory resources than the VMs 170 have access to. How-
ever, the sizes of different page tables may vary and that the
degree of overlap between different page tables may vary
(e.g., there may be no overlap).

FIG. 4 illustrates page views and pages, for example a
default page view 410, an alternate page view 420, and
pages 430A-E and 440A-F, in accordance with an example
embodiment of the present disclosure. As noted above, a
page may be a portion of physical or virtual memory
designated for storing data. As used herein, a page view
denotes a mapping from guest-physical addresses to host-
physical addresses. For example, a default page view 410 is
a page view that is referenced by a default page table 181.
In an example embodiment, the default page view 410 may
denote the mapping from virtual PFNs of a VM 170 to
host-physical addresses, as used during normal execution of
the virtual machine. An alternate page view 420 is a page
view that is referenced by an alternate page table 182, as
used during execution of the VM Function 183. In an
example embodiment, the alternate page view 420 may
denote a mapping from addresses designated for use by the
VM Function 183 to host-physical addresses. In the illus-
trated example in FIG. 4, only a portion of pages on alternate
page view 420 are designated for use by the VM Function
183 (e.g., 440B-E) and the remaining pages (e.g., 440A and
440F) refer to locations in the alternate page view 420 that
are outside the memory location of the VM Function 183. As
illustrated in FIG. 4, pages (e.g., 430A and 440A) may be
defined by access protections (described above in more
detail) such as ‘Read-Only’ or ‘Read-Write’ in accordance
with their respective page table protection identifiers (e.g.,
320A and 350A). A VM Function 183 may change the
mapping of guest-physical addresses to host-physical
addresses, e.g., page views 410 or 420, by changing the page
tables 181 or 182 that the processor 120 uses to perform
memory accesses in the VM 170.

FIG. 5 illustrates a flowchart of an example method 500
for protection against interrupts in virtual machine func-
tions. Although the example method 500 is described with
reference to the flowchart illustrated in FIG. 5, it will be
appreciated that many other methods of performing the acts
associated with the method 500 may be used. For example,
the order of some of the blocks may be changed, certain
blocks may be combined with other blocks, and some of the
blocks described are optional. The method 500 may be
performed by processing logic that may comprise hardware
(circuitry, dedicated logic, etc.), software (such as is run on
a general purpose computer system or a dedicated machine),
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or a combination of both. In an example embodiment, the
method is performed by a hypervisor (e.g., hypervisor 180
of FIG. 1).

The example method 500 starts and the hypervisor 180
determines a first location in the memory, corresponding to
a physical address of the virtual machine function 183
(block 510). In an example embodiment, the hypervisor 180
may determine the first location in the memory by reading
a page table (e.g., alternate page table 182) entry from the
guest page tables (e.g. a Physical Address Extension page
table, or an INTEL Extended Memory 64 Technology page
table). In another example embodiment, the hypervisor 180
may use a fixed location in memory.

Prior to this step, the hypervisor 180 may determine that
a virtual machine function 183 or any associated resources
are vulnerable to interrupts. In an example embodiment, the
hypervisor 180 may undertake example method 500 when a
VM 170 is initialized. In another example embodiment, the
hypervisor 180 may undertake example method 500 respon-
sive to determining that a guest OS 196 or VM 170 requires
access to a VM Function 183 or its resources in an alternate
view, for example on the first invocation of the VM Function
183. In yet another example, the hypervisor 180 may under-
take example method 500 when it receives a request from
guest OS 196 or VM 170 to access a VM Function 183. In
an example embodiment, a page table corresponding to a
virtual machine function 183 refers to a page table that
includes at least one entry mapping addresses designated to
the VM Function 183 to host physical addresses. In an
example embodiment, a location in memory may refer to
one address. In another example embodiment, a location in
memory may refer to a block of addresses. In yet another
example embodiment, a location in memory may refer to a
multiple blocks of addresses that may be contiguous or may
be dispersed across different areas of physical memory.

The hypervisor 180 loads into memory at a second
location in the memory outside the first location in the
memory (block 520). In an example embodiment, hypervi-
sor 180 may load into a page (e.g., 440A or 440F) of an
alternate page view 420 which includes VM Function 183 as
illustrated in FIG. 4.

The hypervisor 180 initializes code at the second location
in the memory, where the code is configured to cause the
virtual machine function 183 to abort (block 530). In an
example embodiment, hypervisor 180 may use a predefined
offset to determine the second location in memory at which
to load into and initialize code configured to cause the VM
Function 183 to abort. For example, hypervisor 180 may use
a predefined offset to load into a page (e.g., 440A or 440F)
within the alternate page view 420 and initialize code therein
configured to cause the virtual machine function 183 to
abort. Page 440A and 440F are shown by way of example to
be substantially immediately preceding and substantially
immediately succeeding the pages corresponding to VM
Function 183. The illustrated embodiment in FIG. 4 shows
that the abort code has been initialized in page 440F.
However, in other example embodiments the hypervisor 180
may load into memory and initialize the code at locations
different from the illustrated embodiments.

In an example embodiment, the code configured to cause
the virtual machine function 183 to abort may be code that
causes the VM Function 183 to halt. In an example embodi-
ment, the code configured to cause the virtual machine
function 183 to abort may be code that causes the VM
Function 183 to stop execution of a VCPU 190 and/or exit
to the hypervisor 180. The hypervisor 180 may then execute
instructions to return an error message to the VM 170 and/or
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execute the remaining code of the VM Function 183 on a
physical CPU 120, and deliver an interrupt. The VCPU 190
may then restart execution using a default page view 410.

In another example embodiment, the code configured to
cause the virtual machine function 183 to abort may be code
that causes the VM Function 183 to return prior to com-
pleting one or more tasks. In yet another example embodi-
ment, the virtual machine function 183 may be caused to
abort by moditying one or more permissions of the page
table (e.g., alternate page table 182) corresponding to VIDS
197. For example, the code may modify one or more
protection identifiers (e.g., 350B-E) corresponding to entries
of a page table (e.g., alternate page table 182) associated
with the VIDS 197 to render the corresponding pages
non-readable.

Furthermore, while example embodiments of the present
disclosure are described in terms of loading into and initial-
izing code outside the location in memory of the VM
Function 183, the hypervisor 180 may load into the memory
location of the VM Function 183 itself and modify the VM
Function 183 to include code that does not start execution of
the VM Function 183 and immediately returns to default
page view 410.

The hypervisor 180 activates a trap to the hypervisor 180
prior to an execution of an instruction that loads an interrupt
data structure 197 on a virtual machine 170 (block 540). For
example, prior to a guest OS 196 executing an instruction
that loads VIDS 197 on VM 170, the hypervisor 180 may
activate a trap. Activating a trap to hypervisor 180 for a
particular instruction in this manner can be used to cause the
hypervisor 180 to emulate the execution of guest instruc-
tions on the code and processors of the hypervisor 180 itself.
In another example, activating a trap to the hypervisor 180
may be used by the hypervisor 180 to determine the virtual
PFN (e.g. 310A-E or 340A-F) that corresponds to the
interrupt data structure (e.g., VIDS 197). For example, when
the guest OS 196 executes an instruction that loads VIDS
197 on VM 170, the prior activated trap may cause a
descriptor exit to the hypervisor 180 that allows the hyper-
visor to determine the location of the page table that corre-
sponds to the interrupt data structure 197. The use of
descriptor exiting is merely an example, and there are many
other ways to activate a trap to the hypervisor in accordance
with the present disclosure. In an example embodiment,
activating a trap may include requesting that a processor 120
enable a trap to the hypervisor 180 such that responsive to
the guest OS 196 executing an instruction, the enabled (i.e.
activated) trap causes the hypervisor 180 to emulate running
the guest OS 196.

The hypervisor 180 then modifies a page table (e.g.,
alternate page table 182) corresponding to the interrupt data
structure 197 to point to the initialized code (block 550). In
an example embodiment, the hypervisor 180 may modify a
page table (e.g., alternate page table 182) responsive to
determining the virtual PFN (e.g. 310A-E or 340A-F) that
corresponds to the interrupt data structure 197, as described
in greater detail above. In an example embodiment, a page
table (e.g., default page table 181) corresponding to an
interrupt data structure 197 refers to a page table (e.g.,
default page table 181) that includes at least one entry
mapping addresses accessible by the interrupt data structure
197 to host physical addresses.

In an example embodiment, hypervisor 180 may modify
an entry in the page table (e.g., alternate page table 182)
corresponding to the interrupt data structure 197 by initial-
izing one or more physical pages (e.g., 430A-E) correspond-
ing to the interrupt data structure 197 such that when
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interpreted as an interrupt data structure 197, the pointer
causes a jump to an offset within a page matching the
initialized code. In this example, modifying an entry in the
page table (e.g., default page table 181) corresponding to the
interrupt data structure 197 may include switching from a
default view (e.g., default view 410) to an alternate view
(e.g., alternate view 420). Specifically, the hypervisor 180
may switch the active page table for the interrupt data
structure 197 from a default page table 181 corresponding to
the interrupt data structure 197 to an alternate page table 182
corresponding to the interrupt data structure 197. This
advantageously permits an interrupt 245 to the interrupt
descriptor table 197 to cause a jump to the initialized abort
code without modifying the default page table 181 associ-
ated with VM 170.

In an example embodiment, the hypervisor 180 may
modify an entry in a page table (e.g., alternate page table
182) corresponding to the interrupt data structure 197 so that
at least one entry of the page table (e.g., alternate page table
182) that corresponds to an address on the interrupt data
structure 197 is modified to point to the initialized abort
code. In another example embodiment, the hypervisor 180
may modify an entry in the page table (e.g., alternate page
table 182) corresponding to the interrupt data structure 197
so that all entries of the page table (e.g., alternate page table
182) that correspond to addresses on the interrupt data
structure 197 are modified to point to the initialized abort
code. In this manner, all types of interrupts 245 that may be
received at VM 170 will cause a jump to the initialized abort
code rather than to an interrupt service routine 220.

Aborting a VM Function 183 as described in the present
disclosure, significantly limits the access to virtual and
physical resources of a computer system by the source of an
interrupt (e.g., a VM 170, guest OS 196, application 198,
physical or virtual devices, malicious code, etc.) through the
use of an interrupt data structure 197. Moreover, injecting
interrupts via a virtual machine while a virtual machine
function is executing may cause one or more VMs, host
OS’s, or guest OS’s to crash, for example, if the interrupt
data structure 197 points to code in memory that adversely
affects execution of code for VM Function 183, or accesses
resources that are not available in a default page view 410,
but which are available in an alternate page view 420. The
present disclosure advantageously protects a computer sys-
tem 100 from the above described problems. Furthermore,
the present disclosure advantageously permits the VM Func-
tion 183 to operate normally unless an interrupt is received
through VM 170 during execution of the VM Function 183.
Moreover, through the use of alternate views 420 described
by alternate page tables 182, the present disclosure permits
integrity of the interrupt data structures 197 on the VMs 170
and allows the guest OS 196 and VM 170 continued control
over its own interrupt data structure 197 and default page
table 181.

FIG. 6 illustrates a flow diagram of an example process
600 including a VM 170 and hypervisor 180 in accordance
with an example embodiment of the present disclosure. In
the illustrated example embodiment, the hypervisor 180
activates a trap to the hypervisor 180 prior to the execution
of an instruction that loads an interrupt data structure 197 on
a virtual machine 170 (block 605). In another example
embodiment, the hypervisor 180 may activate a trap to the
hypervisor 180 at any time as long as it is prior to the
execution of an instruction that loads an interrupt data
structure 197 on a virtual machine 170 (not shown). The
guest OS 196 or VM 170 loads a VIDS 197 on the VM 170
(block 607). In an example embodiment, responsive to
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loading the VIDS 197 on VM 170, the activated trap may
cause a descriptor exit to the hypervisor 180 and the hyper-
visor may determine the address of the page table that
corresponds to the VIDS 197 (not shown). The guest OS 196
or VM 170 sends a request to the hypervisor 180 to invoke
a virtual machine function 183 (block 610). This request is
transmitted to the hypervisor 180 (block 615). Responsive to
receiving the request 615, the hypervisor 180 determines a
location in memory corresponding to a physical address of
the VM Function 183 that was referenced in the request 615
(block 620). In another embodiment, no request is sent to the
hypervisor 180 by the guest OS 196 or VM 170 and the
hypervisor 180 may determine the location of the VM
Function 183 by reading a page table (e.g., alternate page
table 182) corresponding to the VM Function 183 and (not
shown). The hypervisor 180 loads into memory at a location
outside the location in memory of the VM Function 183
(block 625). The hypervisor 180 then initializes abort code
at a location in memory (e.g., 440A or 440F) outside the VM
Function (block 630). The hypervisor 180 modifies a page
table (e.g., default page table 181) corresponding to VIDS
197 to point to the initialized abort code (block 635). The
hypervisor 180 invokes the VM Function 183 (block 640).
An interrupt is received at VM 170 (block 645). In an
example embodiment, the interrupt is received during the
execution of the VM Function 183, and before the VM
Function 183 completes execution. The received interrupt
causes a jump to the initialized abort code (block 650). In an
example embodiment, the initialized code executes instruc-
tions to cause the VM Function 183 to abort in any one of
a number of ways including a return from the VM Function
183 and an exit to the hypervisor 180. For example, the
initialized code may cause a return (block 660) to guest OS
196 (block 670). In another example, the initialized code
may cause an exit (block 655) to the hypervisor 180 (block
665). In an example embodiment, after an exit to the
hypervisor 180 occurs, the hypervisor 180 may execute a
variety of instructions including instructions to cause a
return to the guest OS 196 or VM 170. In another example
embodiment, no interrupt is received at VM 170 and no
jump to the abort code occurs (not shown).

In an example embodiment, the hypervisor 180 may
modify the page table corresponding to the interrupt data
structure 197 again to revert to its earlier form, which was
initialized by the guest OS 196 or VM 170. In an example
embodiment, the hypervisor may cause the page table cor-
responding to the interrupt data structure 197 to revert to its
earlier form once the VM Function 183 completes executing
and returns. In an example embodiment, the hypervisor may
cause the page table corresponding to the interrupt data
structure 197 to revert to its earlier form once the abort code
completes executing and returns.

In an example embodiment, the hypervisor 180 reverts the
page table corresponding to the interrupt data structure 197
to its earlier form by switching from an alternate view back
to a default view. Specifically, the hypervisor 180 may
switch the active page table for the interrupt data structure
197 from an alternate page table corresponding to the
interrupt data structure 197 back to a default page table 181
corresponding to the interrupt data structure 197.

It will be appreciated that all of the disclosed methods and
procedures described herein can be implemented using one
or more computer programs or components. These compo-
nents may be provided as a series of computer instructions
on any conventional computer readable medium or machine
readable medium, including volatile or non-volatile
memory, such as RAM, ROM, flash memory, magnetic or
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optical disks, optical memory, or other storage media. The
instructions may be provided as software or firmware,
and/or may be implemented in whole or in part in hardware
components such as ASICs, FPGAs, DSPs or any other
similar devices. The instructions may be configured to be
executed by one or more processors, which when executing
the series of computer instructions, performs or facilitates
the performance of all or part of the disclosed methods and
procedures.

Aspects of the subject matter described herein may be
useful alone or in combination with one or more other
aspects described herein. Without limiting the following
description, in a first exemplary aspect of the present dis-
closure, a system comprises a memory, one or more pro-
cessors coupled to the memory, a virtual machine executing
on the one or more processors, and a hypervisor executing
on the one or more processors to determine a first location
in the memory, corresponding to a physical address of a
virtual machine function, load into the memory at a second
location in the memory outside the first location in the
memory, initialize code at the second location in the
memory, wherein the code is configured to cause the virtual
machine function to abort, activate a trap to the hypervisor
prior to an execution of an instruction that loads an interrupt
data structure on the virtual machine, and modify a page
table corresponding to the interrupt data structure to point to
the initialized code. In accordance with another exemplary
aspect of the present disclosure, which may be used in
combination with the first aspect, the code that is configured
to cause the virtual machine function to abort comprises
code configured to cause an exit to the hypervisor. In
accordance with another exemplary aspect of the present
disclosure, which may be used in combination with any one
or more of the preceding aspects, the code that is configured
to cause the virtual machine function to abort comprises
code configured to cause a virtual machine function return.
In accordance with another exemplary aspect of the present
disclosure, which may be used in combination with any one
or more of the preceding aspects, the code that is configured
to cause the virtual machine function to abort comprises
code configured to modify a permission of the page table
corresponding to the interrupt data structure. In accordance
with another exemplary aspect of the present disclosure,
which may be used in combination with any one or more of
the preceding aspects, modifying the permission comprises
rendering a page inaccessible. In accordance with another
exemplary aspect of the present disclosure, which may be
used in combination with any one or more of the preceding
aspects, responsive to the execution of the instruction that
loads the interrupt data structure on the virtual machine,
causing, by the trap to the hypervisor, a descriptor exit. In
accordance with another exemplary aspect of the present
disclosure, which may be used in combination with any one
or more of the preceding aspects, determining, by the
hypervisor, a third location in the memory of the page table
corresponding to the interrupt data structure. In accordance
with another exemplary aspect of the present disclosure,
which may be used in combination with any one or more of
the preceding aspects, the second location in the memory
comprises a location substantially immediately preceding
the code of the virtual machine function. In accordance with
another exemplary aspect of the present disclosure, which
may be used in combination with any one or more of the
preceding aspects, the second location in the memory com-
prises a location substantially immediately succeeding the
code of the virtual machine function. In accordance with
another exemplary aspect of the present disclosure, which
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may be used in combination with any one or more of the
preceding aspects, modifying the page table corresponding
to the interrupt data structure comprises switching from a
default page table to an alternate page table associated with
the interrupt data structure. In accordance with another
exemplary aspect of the present disclosure, which may be
used in combination with any one or more of the preceding
aspects, receiving an interrupt on the virtual machine, and
jumping to the initialized code. In accordance with another
exemplary aspect of the present disclosure, which may be
used in combination with any one or more of the preceding
aspects, reverting the page table corresponding to the inter-
rupt data structure to an earlier form. In accordance with
another exemplary aspect of the present disclosure, which
may be used in combination with any one or more of the
preceding aspects, determining the first location in the
memory includes reading a page table corresponding to the
virtual machine function.

In a second exemplary aspect of the present disclosure, a
method comprises determining, by a hypervisor executing
on a computer system, a first location in memory, corre-
sponding to a physical address of a virtual machine function,
loading, by the hypervisor, into the memory at a second
location in the memory outside the first location in the
memory, initializing, by the hypervisor, code at the second
location in the memory, wherein the code is configured to
cause the virtual machine function to abort, activating, by
the hypervisor, a trap to the hypervisor prior to an execution
of an instruction that loads an interrupt data structure on a
virtual machine, and modifying, by the hypervisor, a page
table corresponding to the interrupt data structure to point to
the initialized code. In accordance with another exemplary
aspect of the present disclosure, which may be used in
combination with any one or more of the preceding aspects,
the code that is configured to cause the virtual machine
function to abort comprises code configured to cause an exit
to the hypervisor. In accordance with another exemplary
aspect of the present disclosure, which may be used in
combination with any one or more of the preceding aspects,
the code that is configured to cause the virtual machine
function to abort comprises code configured to cause a
virtual machine function return. In accordance with another
exemplary aspect of the present disclosure, which may be
used in combination with any one or more of the preceding
aspects, the code that is configured to cause the virtual
machine function to abort comprises code configured to
modify a permission of the page table corresponding to the
interrupt data structure. In accordance with another exem-
plary aspect of the present disclosure, which may be used in
combination with any one or more of the preceding aspects,
modifying the permission comprises rendering a page inac-
cessible. In accordance with another exemplary aspect of the
present disclosure, which may be used in combination with
any one or more of the preceding aspects, responsive to the
execution of the instruction that loads the interrupt data
structure on the virtual machine, causing, by the trap to the
hypervisor, a descriptor exit. In accordance with another
exemplary aspect of the present disclosure, which may be
used in combination with any one or more of the preceding
aspects, determining, by the hypervisor, a third location in
the memory of the page table corresponding to the interrupt
data structure. In accordance with another exemplary aspect
of the present disclosure, which may be used in combination
with any one or more of the preceding aspects, the second
location in the memory comprises a location substantially
immediately preceding the code of the virtual machine
function. In accordance with another exemplary aspect of
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the present disclosure, which may be used in combination
with any one or more of the preceding aspects, the second
location in the memory comprises a location substantially
immediately succeeding the code of the virtual machine
function. In accordance with another exemplary aspect of
the present disclosure, which may be used in combination
with any one or more of the preceding aspects, modifying
the page table corresponding to the interrupt data structure
comprises switching from a default page table to an alternate
page table associated with the interrupt data structure. In
accordance with another exemplary aspect of the present
disclosure, which may be used in combination with any one
or more of the preceding aspects, receiving an interrupt on
the virtual machine, and jumping to the initialized code. In
accordance with another exemplary aspect of the present
disclosure, which may be used in combination with any one
or more of the preceding aspects, reverting the page table
corresponding to the interrupt data structure to an earlier
form. In accordance with another exemplary aspect of the
present disclosure, which may be used in combination with
any one or more of the preceding aspects, determining the
first location in the memory includes reading a page table
corresponding to the virtual machine function.

In a third exemplary aspect of the present disclosure, a
computer-readable non-transitory storage medium com-
prises executable instructions that, when executed by a
computer system, cause the computer system to determine,
by a hypervisor executing on a computer system, a first
location in memory, corresponding to a physical address of
a virtual machine function, load, by the hypervisor, into the
memory at a second location in the memory outside the first
location in the memory, initialize, by the hypervisor, code at
the second location in the memory, wherein the code is
configured to cause the virtual machine function to abort,
activate, by the hypervisor, a trap to the hypervisor prior to
an execution of an instruction that loads an interrupt data
structure on a virtual machine, and modify, by the hypervi-
sor, a page table corresponding to the interrupt data structure
to point to the initialized code. In accordance with another
exemplary aspect of the present disclosure, which may be
used in combination with any one or more of the preceding
aspects, the code that is configured to cause the virtual
machine function to abort comprises code configured to
cause an exit to the hypervisor. In accordance with another
exemplary aspect of the present disclosure, which may be
used in combination with any one or more of the preceding
aspects, the code that is configured to cause the virtual
machine function to abort comprises code configured to
cause a virtual machine function return. In accordance with
another exemplary aspect of the present disclosure, which
may be used in combination with any one or more of the
preceding aspects, the code that is configured to cause the
virtual machine function to abort comprises code configured
to modify a permission of the page table corresponding to
the interrupt data structure. In accordance with another
exemplary aspect of the present disclosure, which may be
used in combination with any one or more of the preceding
aspects, modifying the permission comprises rendering a
page inaccessible. In accordance with another exemplary
aspect of the present disclosure, which may be used in
combination with any one or more of the preceding aspects,
responsive to the execution of the instruction that loads the
interrupt data structure on the virtual machine, causing, by
the trap to the hypervisor, a descriptor exit. In accordance
with another exemplary aspect of the present disclosure,
which may be used in combination with any one or more of
the preceding aspects, determining, by the hypervisor, a
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third location in the memory of the page table corresponding
to the interrupt data structure. In accordance with another
exemplary aspect of the present disclosure, which may be
used in combination with any one or more of the preceding
aspects, the second location in the memory comprises a
location substantially immediately preceding the code of the
virtual machine function. In accordance with another exem-
plary aspect of the present disclosure, which may be used in
combination with any one or more of the preceding aspects,
the second location in the memory comprises a location
substantially immediately succeeding the code of the virtual
machine function. In accordance with another exemplary
aspect of the present disclosure, which may be used in
combination with any one or more of the preceding aspects,
modifying the page table corresponding to the interrupt data
structure comprises switching from a default page table to an
alternate page table associated with the interrupt data struc-
ture. In accordance with another exemplary aspect of the
present disclosure, which may be used in combination with
any one or more of the preceding aspects, receiving an
interrupt on the virtual machine, and jumping to the initial-
ized code. In accordance with another exemplary aspect of
the present disclosure, which may be used in combination
with any one or more of the preceding aspects, reverting the
page table corresponding to the interrupt data structure to an
earlier form. In accordance with another exemplary aspect of
the present disclosure, which may be used in combination
with any one or more of the preceding aspects, determining
the first location in the memory includes reading a page table
corresponding to the virtual machine function.

It should be understood that various changes and modi-
fications to the example embodiments described herein will
be apparent to those skilled in the art. Such changes and
modifications can be made without departing from the spirit
and scope of the present subject matter and without dimin-
ishing its intended advantages. It is therefore intended that
such changes and modifications be covered by the appended
claims.

The invention is claimed as follows:

1. A system comprising:

a memory;

one or more processors, coupled to the memory;

a virtual machine executing on the one or more proces-

sors; and

a hypervisor executing on the one or more processors to:

determine a first location in the memory, corresponding
to a physical address of a virtual machine function;

load into the memory at a second location in the
memory outside the first location in the memory;

initialize code at the second location in the memory,
wherein the code is configured to cause the virtual
machine function to abort;

activate a trap to the hypervisor prior to an execution of
an instruction that loads an interrupt data structure on
the virtual machine; and

modify a page table corresponding to the interrupt data
structure to point to the initialized code.

2. The system of claim 1, wherein the code that is
configured to cause the virtual machine function to abort
comprises code configured to cause an exit to the hypervisor.

3. The system of claim 1, wherein the code that is
configured to cause the virtual machine function to abort
comprises code configured to cause a virtual machine func-
tion return.

4. The system of claim 1, wherein the code that is
configured to cause the virtual machine function to abort
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comprises code configured to modify a permission of the
page table corresponding to the interrupt data structure.
5. The system of claim 4, wherein modifying the permis-
sion comprises rendering a page inaccessible.
6. The system of claim 1, further comprising responsive
to the execution of the instruction that loads the interrupt
data structure on the virtual machine, causing, by the trap to
the hypervisor, a descriptor exit.
7. The system of claim 6, further comprising determining,
by the hypervisor, a third location in the memory of the page
table corresponding to the interrupt data structure.
8. The system of claim 1, wherein the second location in
the memory comprises a location substantially immediately
preceding the code of the virtual machine function.
9. The system of claim 1, wherein the second location in
the memory comprises a location substantially immediately
succeeding the code of the virtual machine function.
10. The system of claim 1, wherein modifying the page
table corresponding to the interrupt data structure comprises
switching from a default page table to an alternate page table
associated with the interrupt data structure.
11. The system of claim 1, wherein modifying the page
table corresponding to the interrupt data structure comprises
modifying every entry of the page table that corresponds to
addresses of interrupt service routines on the interrupt data
structure.
12. The system of claim 1, further comprising receiving
an interrupt on the virtual machine, and jumping to the
initialized code.
13. The system of claim 12, further comprising reverting
the page table corresponding to the interrupt data structure
to an earlier form.
14. The system of claim 1, wherein determining the first
location in the memory includes reading a page table cor-
responding to the virtual machine function.
15. A method, comprising:
determining, by a hypervisor executing on a computer
system, a first location in memory, corresponding to a
physical address of a virtual machine function;

loading, by the hypervisor, into the memory at a second
location in the memory outside the first location in the
memory;

initializing, by the hypervisor, code at the second location

in the memory, wherein the code is configured to cause
the virtual machine function to abort;

activating, by the hypervisor, a trap to the hypervisor prior

to an execution of an instruction that loads an interrupt
data structure on a virtual machine; and

modifying, by the hypervisor, a page table corresponding

to the interrupt data structure to point to the initialized
code.

16. The method of claim 14, wherein modifying the page
table corresponding to the interrupt data structure comprises
switching from a default page table to an alternate page table
associated with the interrupt data structure.

17. The method of claim 14, further comprising receiving
an interrupt on the virtual machine, and jumping to the
initialized code.

18. A computer-readable non-transitory storage medium
comprising executable instructions that, when executed by a
computer system, cause the computer system to:

determine, by a hypervisor executing on a computer

system, a first location in memory, corresponding to a
physical address of a virtual machine function;

load, by the hypervisor, into the memory at a second

location in the memory outside the first location in the
memory;
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initialize, by the hypervisor, code at the second location in
the memory, wherein the code is configured to cause
the virtual machine function to abort;

activate, by the hypervisor, a trap to the hypervisor prior

to an execution of an instruction that loads an interrupt 5
data structure on a virtual machine;

modify, by the hypervisor, a page table corresponding to

the interrupt data structure to point to the initialized
code.

19. The computer-readable non-transitory storage 10
medium of claim 18, wherein modifying the page table
corresponding to the interrupt data structure comprises
switching from a default page table to an alternate page table
associated with the interrupt data structure.

20. The computer-readable non-transitory storage 15
medium of claim 18, further comprising receiving an inter-
rupt on the virtual machine, and jumping to the initialized
code.



